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Abstract 
Unimodal biometric systems are susceptible to a variety of problems such as noisy data, intra-class variations, 
limited degrees of freedom, non-universality, spoof attacks and unacceptable error rates. Some of these limitations 
can be addressed by deploy multimodal biometric systems that integrates the evidence presented by multiple 
sources of information The proposed system provides effective fusion scheme that combines information presented 
by the multiple domain experts based on the Rank level fusion integration method, thereby increasing the efficiency 
of the system which is not possible by the unimodal biometric system. The proposed multimodal biometric system 
has a number of unique qualities, including principal component analysis and fisher’s linear discriminate methods 
for individual matchers authentication. The novel rank level fusion method is used in order to consolidate the results 
obtained from different biometric matchers.  
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1.  Introduction 
Biometrics has drawn wide acceptability during the last 35 years. It is used for building and store access control, 
image identification, observation and computer interfacing. The key issue of these applications is the identification 
of individuals by their physiological or behavioral characteristics (e.g., face, fingerprint, iris, signature, or 
gait)[1][2]. Each biometric characteristic has its own strengths and weaknesses: but, none is free from any one or 
more issues such as noisy data, non universality, spoof attacks, and unacceptable error rates. In the past few years, 
researchers have more and more focused on the possibility of including multiple sources of information.  
A simple biometric system consists of four basic components: A simple biometric system consists of four basic 
components:  
1) Sensor module which acquires the biometric data; 
2) Feature extraction module where the acquired data is processed to extract feature vectors; 
3) Matching module where feature vectors are compared against those in the template; 
4) Decision-making module in which the user's identity is established or a claimed identity is accepted or rejected.  
 
Any human physiological or behavioural trait can serve as a biometric characteristic as long as it satisfies the 
following requirements:[1][2][8] 
1) Universality. Everyone should have it, barring a few exceptions, like physical deformities; 
2) Distinctiveness. No two individuals should have the same characteristics; 
3) Permanence. It should be invariant over a given period of time; 
4) Collectability. The feature should be sensed the given system. 
2. Literature survey 
Multimodal techniques are not new to the medical world. In routine medical checkups also, it is often preferred 
have a primary and a confirmatory examination. The inclusion of evidences from more than one sources would 
enhance the overall Accuracy of the system. 
Table 1. Literature Survey. 
Author Biometric Modalities  Level of fusion  Accuracy reported 
Vincenzo Conti et al.  [3] Fingerprint and iris Feature level fusion 96%  
Abhishek Nagar et al. [4] Iris, fingerprint and face Feature level fusion  97%  
Robert Snelick et al.   [5] fingerprint, face Simple-Sum fusion 95.5%  
A. Muthukumar et al. [6] Iris and fingerprint Score fusion  95.5% 
Sumit Shekhar, et al.  [7] Iris, fingerprint and face Sparse matrices 97.5%  
3.   Biometric system errors 
The Biometrics signal acquisition is not free from errors. When errors are significant, two samples of the same 
biometric characteristic from the same subject (e.g., two impressions of a user’s right index finger) may not exactly 
be the same due to imperfect imaging conditions (e.g., sensor noise and dry fingers), changes in the user’s 
physiological or behavioural characteristics (e.g., cuts and bruises on the finger), ambient conditions (e.g., 
temperature and humidity), and user’s interaction with the sensor (e.g.finger placement). Therefore, the response of 
a biometric PDWFKLQJV\VWHPLVWKHPDWFKLQJVFRUHW\SLFDOO\DVLQJOHQXPEHUWKDWTXDQWLILHVWKHVLPLODULW\
EHWZHHQ WKH LQSXW DQG WKH WHPSODWH UHSUHVHQWDWLRQV 7KH KLJKHU WKH VFRUH WKHPRUH FHUWDLQ LV WKH
V\VWHP WKDW WKH WZR ELRPHWULF PHDVXUHPHQWV FRPH IURP WKH VDPH SHUVRQ 7KH V\VWHP GHFLVLRQV
UHJXODWHG E\ WKH WKUHVKROG SDLUV RI ELRPHWULF VDPSOHV JHQHUDWLQJ VFRUHV KLJKHU WKDQ RU HTXDO WR DUH
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                                           Fig.1. Biometric system error rates  
The main system errors are usually measured in terms of: 
• FNMR (false no match rate) – mistaking two biometrics measurements from the same person to be from two 
different persons; 
• FMR (false match rate) – mistaking biometric measurement from two different persons to be from the same 
person. 
0XOWLPRGDO ELRPHWULF V\VWHP HPSOR\V WZR RU PRUH LQGLYLGXDO PRGDOLWLHV QDPHO\ JDLW IDFH ,ULV DQG
ILQJHUSULQW WR HQKDQFH WKH UHFRJQLWLRQ DFFXUDF\ RI FRQYHQWLRQDO XQLPRGDO PHWKRGV :LWK WKH XVH RI
PXOWLSOH ELRPHWULF PRGDOLWLHV LW LV VKRZQ WKDW WR GHFUHDVH HUURU UDWHV E\ RIIHULQJ H[WUD YDOXDEOH
LQIRUPDWLRQ WR WKH FODVVLILHU 'LYHUVH FKDUDFWHULVWLFV FDQ EH HPSOR\HG E\ D VLQJOH V\VWHP RU VHSDUDWH
V\VWHPVWKDWFDQIXQFWLRQRQLWVRZQDQGWKHLUGHFLVLRQVPD\EHPHUJHGWRJHWKHU>@ 
Multimodal biometric systems can be designed to operate in five integration scenarios: 1)multiple sensors, 2) 
multiple biometrics, 3) multiple units of the same biometric, 4) multiple snapshots of the same biometric, 5) multiple 
representations and matching algorithms for the same biometric[1][4][8] 
 
 
4. Fusion in multimodal biometrics 
A biometric system has four important modules. The sensor module acquires the biometric data from a user; the 
feature extraction module processes the acquired biometric data and extracts a feature set to represent it; the 
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matching module compares the extracted feature set with the stored templates using a classifier or matching 
algorithm in order to generate matching scores; in the decision module the matching scores are used either to 
identify an enrolled user or verify a user’s identity. Sanderson and Paliwal [10] have classified information fusion in 
biometric systems into two broad categories: pre-classification fusion and post-classification fusion. Pre-
classification fusion refers to combining information prior to the application of any classifier or matching algorithm. 
In post-classification fusion, the information is combined after the decisions of the classifiers have been obtained. 
The figure (2) shows the block diagram of unimodal and multimodal biometric system. In a unimodal biometric 
system, the first stage is the enrollment stage , next is the feature extraction stage in which the features of each 
person to be identified is extracted and next is the feature matching stage in which the obtained features are 
compared with the data base and the output is obtained.[11] In a multimodal biometric system , after the enrollment 
stage the images are averaged and normalized and then its given to the matching stage in which the features are 




















           (b)                   Fig.2.Block Diagram of  (a) Unimodal  and  (b)Multimodal Biometric System 


4.1   Principal component analysis 
Principal component analysis (PCA) is one of the statistical techniques frequently used in signal Processing to the 
dimension reduction or to the data decorrelation.PCA takes the advantage of Eigenvectors properties for 
determination of selected object orientation. PCA belongs to linear Transforms based on the statistical techniques. 
This method provides a powerful tool for data analysis and pattern recognition which is often used in signal and 
image processing as a technique for data compression, data dimension reduction or their de correlation as well. PCA 
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is a statistical method which involves analysis of n-dimensional data. PCA observes correspondence between 
different dimensions and determines principal dimensions, along which the variations of the data is high. The basis 
dimensions or vectors computed by PCA are in the directions of the largest variance of the training vectors. These 
basis vectors are computed by solution of an “Eigen” problem, the basis vectors are eigenvectors. The Eigen vectors 
are defined in the image space. They can be viewed as images. Hence, they are usually referred to as Eigen images. 
Eigen image recognition derives its name from the German prefix Eigen, meaning own or individual. The first Eigen 
image is the average image, while the rest of the Eigen images represent variations from this averaging image. When 
a particular image is projected onto the image space, its vector (made up of its weighted values with respect to each 
Eigen image) into the image space describes the importance of each features in the image. In our system the Eigen 
image approach is used, because it has several advantages. In the context of personal Identification, the background 
transformations can be controlled and the Eigen image approach has a compact representation of an image can be 
concisely represented by a feature vector with a few elements. Also, it is feasible to index an Eigen image-based 
template database using different indexing techniques such as retrieval can be conducted efficiently. Moreover, the 
Eigen image approach is a generalized template-matching approach which was demonstrated to be more accurate 
than the attribute based approach.[2][12] 
 
4.2  Rank level fusion approach                                          
Rank-level fusion is a relatively new fusion approach. When the output of each biometric matcher is a subset of 
possible matches sorted in decreasing order of confidence, fusion can be done at the rank level. The goal of rank-
level fusion is to consolidate the rank output by individual biometric subsystems (matchers) in order to derive a 
consensus rank for each identity using three methods to combine the ranks assigned by different matchers[13]. 
1. The Highest Rank Method, 
2. The Borda Count Method and 
3. The Logistic Regression Method. 
 In the highest rank method, each possible match is assigned the highest (minimum) rank, as computed by different 
matchers. The Borda count method uses the sum of the ranks assigned by individual matchers to calculate the final 
rank.. In the logistic regression method, a weighted sum of the individual ranks is calculated. The weight to be 
assigned to different matchers is determined by logistic regression.[6][14] 
5. Conclusion     
The multimodal biometrics is a promising area of information processing research which is directed towards 
understanding of traits and methods for more accurate and reliable personal information representation for 
subsequent decision making and matching. In the recent years there is a significant increase in research activity 
directed at understanding all aspects of biometric information system representation and utilization for decision-
making support, for use by public and security services, medical diagnostics, and for understanding the complex 
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